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- In a situation where public confidence in news reporters is very low and new generative Al tools make it easy to
create and disseminate fake pictures, videos, and narratives, the 2024 campaign was rife with organized efforts to
sway voters, twist perceptions, and make people believe negative material about various candidates.

- One video featured a Haitian man (although he was not really Haitian) saying he had just gotten to the United States
and had voted in two counties—Gwinnett and Fulton—in Georgia, but it turned out to be a fake video made in

Russia.

- Polling data suggest that false claims affected how people saw the candidates, their views about leading issues
such as the economy, immigration, and crime, and the way the news media covered the campaign.

There are many reasons for the stunning election victories of Donald Trump and

congressional Republicans: inflation fears, concerns about border security, worries

about cultural issues related to race, gender, and sexuality, and feelings that President

Joe Biden and the country as a whole were headed in the wrong direction. As my

colleague Bill Galston persuasively has argued, people's judgements
{https://www.brookings.edu/articles/why—donald—trump-won-and-kamala-harris—lost-
an-early-analysis-of-the-resuits/?
utm_campﬂg&:Brookings%208rief&utm_medium=emai!&utm_content=332763499&utm_source=hs
about inflation and immigration were harsh during this election season, and these

views harmed their assessments of Kamala Harris and strengthened the case for

Trump.

But we can't ignore the ways in which disinformation shaped views about the
candidates, affected how voters saw leader performance, and generated widespread
media attention. As Elaine Kamarck and | argue in our Brookings Press book "“Lies That
Kill: A Citizen's Guide to Disinformation,” = there are systematic and organized efforts
to shape public opinion in many areas, from public health and climate change to race

relations.
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So, we shouldn't be surprised that the same thing happened during the 2024 election.
Campaign examples this fall include the infamous stories about immigrants eating cats
and dogs 7, hurricane disaster relief funding 7 going to undocumented immigrants,
Kamala Harris in a swimsuit hugging convicted sex offender Jeffrey Epstein 2, and the
supposed case of Tim Walz » abusing a young man 30 years ago. Disinformation
flowed into our info-ecosystem from other countries as well. One video featured a
Haitian man (although he was not really Haitian) saying he had just gotten to the
United States and had voted in two counties—Gwinnett and Fulton—in Georgia, but it
turned out to be a fake video 2 made in Russia.

These and other efforts were successful in shaping the campaign narrative because

they were disseminated broadly on social media platforms, promoted through funny
memes, picked up and publicized by mainstream media outlets, circulated by internet
mega-influencers, and amplified by leading candidates during rallies, debates, and
interviews. In a situation where public confidence in news reporters is very low and
new generative Al tools make it easy to create and disseminate fake pictures, videos,
and narratives, the 2024 campaign was rife with organized efforts to sway voters,
twist perceptions, and make people believe negative material about various
candidates.

Polling data suggest that false claims affected how people saw the candidates 7, their
views about leading issues such as the economy, immigration, and crime, and the way
the news media covered the campaign. Take the case of immigration and border
security. According to candidate Trump, there were hordes of migrants overrunning
the country's southern border, unfairly monopolizing scarce public resources and
endangering public security through dangerous crime waves.

Actual border statistics consistently showed weak support for those claims, but that
wasn't enough to quell unfavorable views about Harris on border security. The idea
that 10 million migrants » had crossed the border and that many were released after
capture was not true, according to independent fact-checkers. Apprehension and
release numbers dropped during the Biden administration and were comparable to
figures during the Trump administration.

In addition, crime statistics showed that native-born Americans actually committed
crimes at levels three times higher than immigrants. According to the National Institute
for Justice 7, native-born Americans committed around 1,100 crimes per 100,000
people, compared to 800 by legal immigrants and 400 for undocumented immigrants.
But Trump's false claims in this area made Harris look ineffective on crime and

immigration.
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On views about inflation and the overall economy, people in 2024 consistently
reported very negative opinions 2 compared to actual inflation, unemployment, and
GDP figures. Europeans have been especially perplexed by American’s sour views of
the economy. On the eve of the general election, the Economist magazine 2 even had
a cover story saying the U.S. economy was the envy of the world. Yet voters had a
dismal view of the economy and rated Harris negatively for the economic situation.

For coming political battles, people need to be aware of how the current information
ecosystem regularly is promoting falsehoods and skewing views about important
issues. But we do not need to stand back and accept widespread misperceptions as
the new reality. There are several things people and organizations can do to protect
themselves for what will be a continuing wave of misinformation, disinformation, and
false narratives.

There needs to be meaningful content moderation by social media platforms. Right
now, many leading platforms are cesspools of rumors, false information, and outright
lies. They are widely disseminated and seen by millions of people. If that continues, it
will become increasingly difficult to discern fact from fiction—endangering our
country’s ability to address major problems. Companies need to get far more serious
about content moderation.

The disinformation risks have grown stronger in recent months due to new tech tools
such as generative Al. There are easy-to-use tools that can create false pictures,
videos, audio, and narratives. People no longer need a technical background to use Al
tools but can make requests through prompts and templates and become master
propagandists. We need digital literacy programs that train people on how to evaluate
online information and spot fakes and deceptions.

We have to understand how changes in the contemporary political environment make
people want to believe negative information about the opposition. In a highly polarized
world, where people are divided into competing political tribes, millions of Americans 2
admit they themselves have intentionally spread information they know to be false. If
that continues, it will lead to disaster for our country’s politics and governance.

Finally, many individuals and organizations have financial incentives 2 to spread
blatant lies. Through websites, newsletters, and digital platforms, they make money
from subscriptions, advertising, and merchandise sales. As long as spreading lies is
lucrative, it will be hard to get a serious handle on the flood of disinformation that
plagues our current system.
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